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Introduction 

This article is a third-party academic peer review requested by CEW Systems Canada Inc. to 
have the Saskatchewan Polytechnic Digital Integration Centre of Excellence (DICE) group 
evaluate their Bi-Symmetric Hybrid Encryption System for quantum resilient encryption 
robustness. The review was funded by the National Research Council of Canada’s Industrial 
Research Assistance Program (NRC and IRAP) as a CTO-funded analysis of their Bi-
Symmetric Hybrid Encryption System.  The Bi-Symmetric Encryption software was evaluated 
using credit card purchasing, e-commerce and banking application examples. In addition, Bi-
Symmetric Encryption was designed for many additional uses and applications, including 
embedment into electronics and radio-based communication technologies including remote 
keyless entry (car FOBs).  Bi-Symmetric Encryption was designed to be immune to brute force 
attacks, man-in-the-middle attacks and rolljam attacks. It is not our intent to describe the system 
or its workings in detail, other than as necessary in describing what has been performed and 
observed. We conclude with a short summary of strengths and weaknesses as determined by 
the author. 
 

Overview of the Approach 

 
Bi-Symmetric Encryption uses a unique and novel handshake incorporating encrypted session 
key combinations, allowing user’s login credentials, biometric data, credit card data, or 
command/activation codes to be quickly and correctly processed, without directly transmitting 
this confidential data. The plug-and-play, hybridized encryption system employs concepts like 
asymmetric encryption meshed with more secure symmetric encryption. 
 
A significant difference from commonly employed asymmetric encryption is that during the initial 
handshake to set up communication, no vulnerable data are exchanged. Should the sender key 
communication be intercepted by a hacker, they still cannot pretend to be the originator of the 
communication to the receiver. 
 
The encryption itself is achieved by randomly generating keys and interweaving them with 
portions of unencrypted data to be transmitted, applied to single bytes of data rather than long 



byte collections. During the initial handshake, private keys are generated from or found in the 
form of login credentials, credit card information, biometric data, or other personal credential 
information or pre-shared private keys. The private keys are used to start the handshake and 
are never actually transmitted. Randomly generated data in the form of challenge codes, 
counter challenge codes and session keys are exchanged during the handshake. This allows for 
the client and server to ascertain that the communicator, at the other end, are who they say they 
are. During the handshake, both parties mutually confirm the identity of the other, wherein when 
each device or computer properly modifies the challenge or counter challenge code, a fully 
encrypted session is established, and communication can proceed.  
 
During the regular portion of the session, data are encrypted multiple times in a specific way so 
that only the correct receiver can decrypt the communication directly. Mathematical formulas are 
not used for encryption/decryption. Instead, algorithmic protocols are used.  
 
During encryption, multiple levels of interweaving modifies and processes the various bytes, 
combined into new encrypted data sets which are finally transmitted to the receiver who then 
reverses the whole process to decrypt the message. 
 
An important aspect of the encryption is that plain text characters in the data packets are 
modified individually instead of in groups or blocks, meaning that there are no overall 
mathematical relationships that can be identified. Each packet to be encrypted uses a different 
set of keys adding greatly to the complexity of the encrypted message. Several benefits result. 
Brute force attacks have no way in which to identify if an attempt to unencrypt a portion of the 
message results in valid useable data. Hence any possible outcome is as likely as any other 
outcome. When billions of possible outcomes exist, it becomes impossible to determine the 
correct one. 
 
The Bi-Symmetric encryption system is intended for use in multiple types of applications and is 
available with various levels of security requirements.  Three levels are available based on need 
of apparent security level vs apparent encryption speed requirements. Where small portable 
devices which need high speed operations, the Bluetooth level is best suited. Where corporate, 
commercial and banking operations are concerned, a higher level of commercial encryption is 
warranted.   
 
Bluetooth-level uses the smallest packet sizes, shortest key lengths, and the least amount of 
interweaving. The intended context for this level is keyless lock entry (ex. car fob) or other 
Bluetooth-based communication between devices, typical of private use applications and IoT 
devices. 
 
Commercial applications form the next level of security robustness. These applications would 
include virtually any kind of transaction conducted over the internet, whether it be interaction 
with one’s bank, credit card account, or making online purchases, VPN remote access products 
and Industrial Internet of Things (IIoT). 
 



The highest level of security robustness includes government and military applications. This 
level of security is many factors more complex than either commercial or Bluetooth applications. 
 
Bluetooth encryption level is available with 256-bit encryption. The commercial encryption level 
is available using 336-bit encryption.  It goes without saying, that the government and military 
encryption levels are far more complex and cannot be publicly disclosed. 
 
In all cases, the inherent complexity of hacking the message by determining the keys is many 
orders of magnitude greater than current standard internet encryption protocols; all of which are 
considered secure against present standard supercomputers. 

Threat from Quantum Computing 

Perhaps the most significant and imminent threat to encryption security and possible breaking of 
the encryption keys, are the rapidly increasing capabilities of quantum computers. This threat 
has been known for a number of years. 
 
In 2017, the National Institute of Standards and Technology (NIST) published a request for 
quantum resilient asymmetric encryption algorithms and received 89 submissions. The 
contenders were narrowed down to 26 during round 2, and has now further narrowed the 
selection down to 3 to 5 contenders. Due to the unexpected acceleration of quantum computer 
development, the final recommendation publication has been accelerated to 2023.  Bi-
Symmetric encryption is classified as a hybridized encryption system, not asymmetric, and 
therefore does not fall under the testing requirements of the NIST call for proposal.  
 
The capabilities of quantum computing to reduce computationally hard problems, such as 
molecule modelling, to achievable solutions, are remarkable. IBM is currently offering a series of 
quantum computers (up to 51 qubits) in the cloud for use by anyone. They have defined a path 
of achievement that suggests the number of qubits in their computers will double every year and 
by 2023, plan to debut a 1,121-qubit computer called the IBM Quantum Condor. 
 
It has been observed that a large enough number of qubits and support memory will be able to 
break RSA-2048 keys. With a 4000-qubit computer and 100 million gates, it theoretically 
becomes possible to factor 2048-bit keys; Shor’s algorithm may take 10,000 qubits. However, if 
IBM succeeds in their development path, a 10,000-qubit computer may be available as early as 
2027, a mere 6 years from now. Of course, these capabilities must still work within an 
acceptable amount of time to be useful to a hacker. It is often stated that a quantum computer 
can achieve the breaking of encryption keys, but it is not stated within what time frame are we 
theorizing. If the processing requires days, weeks, or months to complete, they lose their 
effectiveness as a code-breaking solution. However, the threat is still real and not that far off.  
Shor’s algorithm was designed to allow quantum computers to process asymmetric encryption. 
Since Bi-Symmetric encryption is a hybridized encryption system using symmetric encryption, 
Grover’s algorithm needs to be applied instead of Shor’s algorithm.  



Grover’s algorithm, also known as the quantum search algorithm, is a search quantum 
computer tool developed by Lov Grover, designed to allow databases to be quickly searched 
using a quantum computer. Grover’s algorithm was found to be able to provide a quadratic 
speed up for many types of algorithms including brute force attacking symmetric encryption. In 
fact, Grover’s algorithm is the only published algorithm that describes how a quantum computer 
can be programmed to attack symmetric encryption.   
 
Calculations show that Grover’s algorithm can process a 128-bit AES symmetric key in 264 

iterations and a 256-bit AES symmetric key in 2128 iterations. This translates into a quantum 
computer taking over 30,000 years to process.  More information can be found in the published 
papers called “Quantum computers will not cause all forms of conventional encryption to 
become insecure” and “Reassessing Grover’s Algorithm” which describe Grover’s algorithm in 
more detail.  
 
The table below shows estimated computational timing results for quantum computer 
processing AES and Bi-Symmetric Encryption.   The values listed below assume a quantum 
computer can compute encryption functions at the “absurdly fast time of 1 picosecond” per 
iteration.  Because the Bi-Symmetric handshake consists of multiple stages and types of data or 
instructions being encrypted, the timing results for the different uses are each listed separately 
below. 

Encryption Encryption Use Key 
Size 

Iterations Years 

AES 
Encrypted data 128 1.20E+24 1 
Encrypted data 160 1.84E+19 38,335 
Encrypted data 256 3.40E+38 1.1E+19 

Bi-
Symmetric 

Encrypted data 336 ~1.15E+47 ~3.7E+27 
Session Keys or 
Command 
Instructions 

336 ~1.55E+141 ~4.9E+121 

Credit Card data, 
or Passcode 

336 ~1.79E+188 ~5.7E+168 

 
For Grover’s Algorithm (and any future algorithm’s that may be invented) to work, a large data 
set encrypted using a single key must be available or provided for processing. To avoid this, the 
Bi-Symmetric handshake updates the session keys at periodic random intervals, ensuring a 
single key encrypted dataset will not be large enough to be successfully processed.  
 
The approach taken by the CEW system is suitable to thwart even a quantum computing threat 
because of the nature in which they use multiple keys at both ends of the communication. Even 
with a quantum computer to assist in breaking the encryption keys, the large number of keys 
and seemingly random way in which they are applied still makes it unlikely that a key discovery 
will occur. In addition, since they apply and change keys, during the interweaving steps, even if 
keys were determined, the decrypted message would have many possible values making 
deciding which is the correct value virtually impossible. 
 



Interweaving produces a result that has a very large, effective key set. For example, a 40-byte x 
8-bit packet, generates approximately 7.16E+172 possibilities. By comparison, a standard 40-
byte RSA key generates 1E+40 possibilities. It would require a classical computer roughly 
3.17098E+23 years to break the code at 1,000,000,000 operations per second trying all 
permutations of the 40-byte key. The characteristic curve for factorization (using Python script 
run on a Dell GEFORCE) is shown here: 
 

 
 
For non-programmers reading this article, shown above is the time taken to compute all factors 
for a given power of two. As can be seen, each loop takes twice as long as the previous. In a 
short number of loops the time will become unmanageable. For standard computers, the current 
factorization problem for determining the encryption keys of 2048 bits, is beyond capability. 

Timing Results 

While it is currently not possible to test a brute force attack using a quantum computer on a Bi-
Symmetric Encryption handshake, CEW Systems undertook benchmark testing on a standard 
medium level computer to determine the processing time required to process the handshake. 
 
The Bi-Symmetric Encryption handshake was evaluated for speed performance of standalone 
cryptographic operations, for the key exchange portion of the handshake. This was done for 
comparison reasons, as a third-party benchmark testing review was published on GitHub, 
comparing various published post-quantum encryption handshakes 
(https://github.com/mupq/pqm4/blob/master/benchmarks.md).  Bi-Symmetric Encryption was 
written in C.  Speed of wireless and internet connections and communication costs were not 
considered as these values will vary from system to system, distance between sending and 
receiving devices and loading of the receiving server. 



 
The tests for the Bi-Symmetric Encryption were implemented on a stand-alone computer using 
an AMD A12-9720P, 4 core CPU processor, running at 2.7 GHz with 4 Gigs of RAM running on 
Windows 10 Home.  The testing consisted of 4 rounds of testing, each testing 100 repetitions 
with the first instance excluded due to computer speed ramp up, resulting in 4 x 99 test results. 
The average time for a Bi-Symmetric handshake processing 336-bit keys is listed in 
milliseconds and computer cycles. Computer cycles are listed this is the standard benchmark 
for comparing encryption computational timing results.  
 

Description Results 
(unit) 

Key Exchange 

Client(0) Server(1) Client (2) 

336-bit 
Encryption 

(milliseconds) 0.0289 
± 0.004 

0.035 
± 0.004 

0.017 
± 0.003 

(cycles) 77,416 97,035 45,894 

Data (bytes) 48 42 12 

Competition 
Speed 

(cycles) Min 390,549 449,172 460,470 

(cycles) Max 5,781,596,874 111,470,931,139 95,270,415 

Competition 
Data 

(bytes) Min 2,904 2,992 3,008 

(bytes) Max 37,116 40,484 41,964 

Comparison 
Processing 
Time 

Processing 
Time (%) 

20% 22% 10% 

Times Faster 5.04 x 4.63 x 10.03 x 

 
It may seem contrary that overhead processing of the Bi-Symmetric Encrypted message does 
not add significant delays to encryption/decryption (as listed above in CEW System’s encryption 
runtime tests). This seems reasonable when one understands that instead of processing large 
byte sets in encrypted blocks, the system encrypts small blocks but with a large set of keys. 
Thus, processing is very fast while still secure. This is why the CEW Systems calls the 
handshake system the fastest, smallest, and largest of the encryption techniques. 

Other Benefits of the System 

Much has been explored about ways in which the Bi-Symmetric Encryption handshake is ideally 
suited for encrypting pay-per-use e-commerce transactions. 
 
For ease of explanation, two main examples are described below, a smart device banking app 
and a credit card purchasing app. The Bi-Symmetric handshake has been designed with many 
more types of applications in mind, including car fobs, autonomous vehicles, smart phone apps, 



client/server logins applications, file transfer encryption, IoT and IIoT devices, just to name a 
few. 
 
Consistent with all communication, the customer’s account information is never actually 
transmitted. The customer’s username, ID number, or database lookup index number is sent as 
salted encrypted data, so the server can look up the customer’s account. The use of a database 
lookup index number allows the database server to access the user’s account more quickly 
without having to do a database query search. The following image shows the data that is 
actually transmitted during the exchange: 



 
The crucial security point is that the customer’s account card containing the private pre-shared 
keys would be used as the master keys for the handshake allowing a purchase to occur without 
transmitting the private keys. 
 
In this example, when a login with a banking app is requested, the password typed in by the 
user is not sufficiently complicated and needs to be expanded in size out to a large more 



complex set of private keys. To accomplish this, unique data from the computer or smart device, 
such as serial numbers, are extracted and factored with the user’s typed in password to create a 
complex combined passcode.  Using the now much larger combined passcode, the challenge 
and counter challenge codes are exchanged and modified to process and authenticate the login 
request. The user’s combined passcode, must of course be pre-registered with the banking 
server during account registration, see “What about initial secret exchange and account setup?” 
section below. 
 
The use of internal database values helps to further protect from MIM attacks. Note that the 
database index must not be tied to physical data locations because those locations could 
change if the database were moved or restored from a backup. Any database-managed keys 
(index, constraint, etc.) would be suitable. 
 
Another important feature is that the non-transmitted data that each system (client/server) has, 
must match or the interaction is dismissed. For example, consider a credit card purchase. Here 
are the screens of the purchaser (client, left) and the retailer (server, right): 

 
In the above scenario, the information on the client matches that on the server. Even though the 
data itself is not exchanged, session keys based on the data are generated at each end of the 
communication. 
 
The authorization is processed by converting the complex data entered by the client into the 
purchasing app and the data held by the financial institute are independently factored into large 



private keys which then modify the challenge and counter challenge codes during the 
authentication handshake. 
 
In this case, when the client clicks the “Purchase” button, the purchase will be approved 
because the session keys at each end encrypted and decrypted correctly. 

 
 
Now consider where some information is different (perhaps it has been illegally obtained). 



 
When the “Purchase” button is clicked, the session keys at each end of the communication will 
be different because the critical data upon which they were created are different. Since the 
server cannot decrypt the message correctly, it will decline the transaction: 



 
 

What about initial secret exchange and account setup? 

Common secrets, known to both server and client, must be exchanged when initial set up of 
accounts is made. Various methods exist to do this, but most involve the human factor, which is 
dangerous. 
 
If setting up an account with a bank, or credit card, one must (still) visit in person to initially 
establish identity. Once this is accomplished, remaining interaction with the bank or credit 
institution is likely to be electronic. If in-person is not possible, a secure postal service, such as 
registered mail, can be an alternative to sharing the common secrets. 
 
When the initial interaction is online only, such as when setting up an account with an online 
retailer, the initial secrets have to be exchanged online as well. A suggested approach is based 
upon using a 3rd party where a person would already have exchanged pre-share private keys. It 
is a variation of the “trusted party” identification used in standard RSA to ensure the response, 
encrypted with the public key, is in fact coming from the person it is supposed to and not a 
hacker. In the Bi-Symmetric case, the trusted third party could be a credit card company.  
 



The credit card companies could be incentivized to provide this third-party confirmation/key 
exchange as a service that could be offered for a small fee. The following describes a potential 
interchange. 
 
A standard credit card purchase using the Bi-Symmetric handshake, which relies upon pre-
shared private keys, uses the purchaser's credit card data and billing address as the pre-shared 
private keys. When a user goes to sign up for a new account with, say Netflix, the Bi-Symmetric 
Handshake requires pre-shared private keys. Using a credit card transaction at account setup 
can provide the required pre-shared private keys. Upon account setup, a user would be 
prompted to first enter their credit card information to confirm that they have both a valid credit 
card, while also confirming who they truly are.  
 
The standard Bi-Symmetric encryption handshake occurs between the e-commerce app (could 
be provided by Netflix or a third-party e-commerce app) and the credit card company. The credit 
card transaction occurs which creates the required set of Bi-Symmetric session keys as part of 
the standard transaction. If the transaction is approved, the server then starts a second Bi-
Symmetric handshake directly with Netflix, then transmits the original transaction session keys 
to Netflix.  
 
Now the user and Netflix both have the identical transaction session keys, and the user can 
finish the account setup. The user's e-commerce app then uploads the user's address 
information to Netflix. The user is then free to enter additional required data specific to Netflix's 
product offerings and approved family member users, all securely encrypted. Subsequent logins 
to the account happen in the normal manner.  
 
Additional identification authentication using usual methods can be added to the trusted data. 
For example, answers to security questions can be added for additional authentication. It is 
suggested that a user-supplied question be added to the typical set of standard questions to 
help thwart social media scraping. This additional information can be used to support changing 
passwords, or other secret data shared by both client and server: 



 
How does Netflix receive the credit card data so that they can then process the user's monthly 
subscription? This is accomplished in that when the approval transaction occurs, the credit card 
server takes Netflix's corporate account private keys, combines them with the user's private 
credit card keys and encrypts them together with Bi-Symmetric encryption. The combined key 
set is then sent to Netflix during the initial transaction as an additional data packet. As each 
monthly customers’ transactions are processed, the combined key sets are processed through a 
specialized bulk submittal credit card purchase transaction server function.   
If a hacker does manage to break into the Netflix server, no credit card numbers will be found, 
only the combined key sets will be found. Since these combined key sets can only be submitted 
through the specialized bulk credit card purchase transaction server, they are useless for 
making online purchases. 
 
These combined keys cannot be separated by hackers and cannot be used to purchase 
anything through an ordinary e-commerce purchase user interface. Of course, it is always 
possible that, somehow, a hacker could non-digitally steal the set of secrets. However, the 



nature of the protocol means the worst that could happen is the hacker would end up giving 
money to the company (Netflix). 
 
Initial account setup often requires additional steps to establish and record secrets which must 
consider possible key logging, screen capture and other attempts to invade the privacy of the 
data during the set-up transaction. One approach for entering such data, suggested by CEW, 
involves using rotation wheels of characters (special and alphanumeric depending on what is 
being entered) similar to a rotating wheel found on luggage, as shown here: 

 
Each time an entry of data is required, a number of wheels appear with randomly generated 
characters. Thus, it cannot be predicted from which start character the user will click the wheel 
to find the correct data element. Key logging can count the clicks but without knowing the start 
position of the wheel, the count is meaningless. Although this is an issue with all security 
systems during critical initial data entry, the approach suggested here decreases even further 
any likelihood of easily capturing secret data. 
 
Countering Superposition  
The Bi-Symmetric encryption algorithm has been designed to use the computational 
superposition of quantum computers against itself.  During the encryption, key expansion keys 
are extracted from a small amount of the data being encrypted.  As mentioned previously, the 
main keys are encrypted and modified by the extracted data, which in turn, using the now 
modified keys, encrypts the data.  This action expands the original key count from 336-bit keys 
up to a much larger 12,096-bit key size.  
 
What this means for an attacking quantum computer is, if the quantum computer uses the 
superposition capability to test every possible plain text value against every possible encryption 
key combination, the quantum computer will be processing each encrypted data packet using 
12,096-bit keys.  
 



Where a quantum computer is testing every possible key combination, the keys are modified 
5,184 times for each variation of the 336-bit keys.  This adds additional exponential complexity. 
These design features does not necessarily mean a quantum computer will take extra time 
processing the data. Instead, they are designed to exponentially increase the total possible 
variations a quantum computer needs to process when comparing multiple intercepted 
encrypted data packets. Now you can understand that with the expanded key size being much 
greater in size and the large number of possible modifications that can be applied to the original 
keys, there will be a very large number of resulting combinations that will mimic the exact same 
intercepted data packets.  CEW Systems calls these “false positive results”. The table below 
shows approximate computed values for commercial grade encryption showing the number of 
false positive results for each level of the encryption handshake. 
 

Description Results Units 
Data packet length 6 Bytes 
Transmitted non-public key size 336 Bits 
Extracted data for key expansion keys 32 Bits/Data Packet 
Key size to be processed after key expansion  12,096 Bits 
Total possible key expansion modifications 5,184 Per key variation 
Number of possible false positive results for 
each encrypted data packet ~103,564 False positive 

duplications 
Number of possible false positive results when 
examining the session keys or command codes ~1045,270,270,144 False positive 

duplications 

Total number of possible false positive results 
when examining the handshake for credit card 
data or login passcodes 

~10 .  False positive 
duplications ~10 followed by 

163 trillion zeros 
 
 
The implementation algorithms cannot be open source. 
 
Knowing the procedures would aid in hacking the keys, therefore, the actual implementation of 
the algorithms, as well as the algorithms themselves, must be kept secret.  
 
Take for example the widely used freely downloadable messaging software Signal. A post 
published in December of 2020 by the software firm Cellebrite, claimed that they are able to 
easily decrypt messages stored on any device encrypted by the Signal software. The post 
claims that by simply reading through the published algorithms, they were able to find where the 
encryption key is stored and used to encrypt stored messages. 
 
The interweaving protocol is not mathematically based, but procedurally based. Of course, the 
data secrets for each client-server interchange must also be known, which is highly unlikely. 
CEW has many protocols in place to keep their application code secure. However, this may 
cause difficulty in obtaining certification by security agencies if they cannot inspect the code for 
security issues and thoroughness. 
 



With the signing of an appropriate NDA agreement, CEW Systems is agreeable and open to 
certification with appropriate companies or agencies.  
 
Finally, it is not currently known how easy it would be to reverse engineer a copy of the 
executable code. In a manner akin to salting data values before hashing, extraneous code could 
be added throughout the actual code to hide the true nature of the functions within the 
application. This is something that can be undertaken in the future should it become an issue. 
 

Conclusion 

 
The new and novel Bi-Symmetric Encryption system reviewed here offers multilevel quantum 
resilient encryption technology that has been specifically designed to be immune to brute force 
attacks, man-in-the-middle attacks, with the use of a timer, relay attacks and rolljam attacks (a 
method to break into an automobile by blocking and recording the signal transmitted by a car 
key fob and then used by the recording device to access the vehicle). 
 
Quantum computers are hyped in the media as the current and only real threat to classical 
encryption. It would be prudent to note that while quantum computers will eventually decrypt 
current classical encryption, there are currently multiple existing types of attacks, which have 
been designed to defeat various types of current software without the need of resorting to super 
powerful computers. Bi-Symmetric Encryption has been designed specifically to address several 
of the above-mentioned types of attacks.  
 
Wherein other encryption programs only provide a token key exchange, or 2-Factor 
Authentication (2FA), the Bi-Symmetric Encryption system is designed with an exponentially 
leveled multi-factor authentication system. 
 
The potential to employ financial institutions and credit card companies for third party trusted 
authentication will allow online customers to safely and securely sign up with online commercial 
corporations using the Bi-Symmetric Encryption handshake system.   
 
The Bi-Symmetric Encryption handshake allows for pre-shared private keys, login credentials 
and command codes to be processed by a receiving device or server without the need to 
transmit the data directly. 
 
Bi-Symmetric Encryption will also encrypt standard types of data directly. The handshake has 
the ability to periodically update the session keys, at random or predefine intervals, to ensure 
that a large enough dataset encrypted by a single session key for which a quantum computer 
could use to detect a pattern, will not be produced.    
 
Bi-Symmetric Encryption is designed to be embedded within electronic devices and systems 
such as Internet of Things (IoT), automotive Remote Keyless Systems (RKS), autonomous 



systems such as driverless vehicles, as well as being ideally suited for online downloading of 
keys to allow smart devices to be used by vehicle owners to connect to their vehicles. It has 
been designed and optimized to be embedded in electronics, depending upon the type of 
system and the C or C++ compiler used, the compiled library is only 30k to 60k is size.  
 
Through integration with online retailers, credit card companies and financial institutions, a 
higher level of security can be achieved for the millions of transactions that occur daily over the 
internet. 
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